Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD24 DPIAN210 AHAH - New Device PILOT - Vital Patch

Project Overview:

Vital Patch is a single use disposable wearable device which is applied to patients chests on site. The
device is used for continuous remote monitoring of patients vital signs for up to 7 days. The collected
data is made visible to authorised clinicians on a graphical dashboard accessed via the internet (staff
emails to be shared with third party). When the patch is set up and linked to a smartphone provided
by AHAH, the device automatically appears in the dashboard with a unique identifier. This identifier
will be added to the patients record so that clinicians can track which patients vitals they are seeing.
It will also be safely matched in a local spreadsheet. Where patients breach pre-determined and
customisable individual thresholds, alerts are generated via audible and visual methods for the
attention of clinical staff. The Vital Patch and supporting dashboard don’t collect any patient
identifiable data. Where patients are suspected to have cardiac arrhythmias the Vital Patch service
can also provide ECG data analysis and generate a report for clinicians.

Data: RDUH AHAH patients: respiration rate, heart rate, temperature, Sp0O2, Steps, posture, fall
detection. Data: RDUH Staff Names and NHS email address for login purposes and patients vital sign
measurements (unique identifier used)

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD24 DPIAN258 Medical Imaging GP Order Comms

Project Overview:

The Medical Imaging GP Order Communications System will enable GP Practices in North and East
Devon to electronically request Diagnostic Imaging referrals directly from the Royal Devon Northern
and Eastern Radiology departments resulting in increased booking capacity, more efficient
appointment management, and more comprehensive pathway follow ups.

This is an extension to an existing pathology service utilising the same system.

Data: RDUH Patient demographic data and radiology/pathology order details.

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD24 DPIAN239 AHAH - New Device PILOT - S Patch

Project Overview:




NHS England's Health Technology Adoption and Acceleration Fund has been awarded to fund the
adoption of new cardiac wearable devices. The aim is to pilot the wearable devices on 50 patients
before deciding on a long-term solution. S-Patch is a reusable wearable device which is intended to
continuously monitor patients hearts in order to detect arrhythmias. This device will be used to help
clear long stroke wait list.

Data: RDUH AHAH and stroke patients: Heart Rate, ECG, Heart Rate Variability, Symptoms (device
serial number and unique patient identifiers). RDUH Staff Names and NHS email address for login
purposes.

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD23 DPIANO085 SSO Imprivata Implementation and Integration

Project Overview:

Integration: Imprivata OneSign® Single Sign On (SSO) is what we intend to use to address identity
management security and user authentication challenges. OneSign is an appliance-based approach
that requires no other software or hardware to deploy and maintain, where no changes to existing
code or directories is required. Imprivata affects staff data in relation to accessing systems.

Data: User login details - username & password.

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD24 DPIAN255 Power BI for Income Reporting

Project Overview:

Use of Power Bl in the Income and Contracting team to improve the efficiency and quality of our data
visualisation and reporting. Currently, the majority of reporting and data visualisation is done
through Excel. This tool is limited in what it can provide users. Through implementing PowerBI, we
largely aim to replicate existing reporting through a tool that is more automated and of higher quality
than what we currently have access to. No new data is being collected, we will simply be processing
the data through a new tool.

Data: Operational and financial data from SLAM (existing asset). Aggregated and Anonymised RDUH
patient data. E.g. income by procedure and consultant

Date Ratified: 11/09/2024




Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD24 DPIAN265 IGNITE NEPHwork audit

Project Overview:

Anonymised data relating to outcomes from kidney biopsies performed under the renal unit at the
RDUH are being collected as part of a national audit and will be sent to the central audit committee
where they will be held by the GDPR-compliant Jisc digital platform.

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD24 DPIAN204 Image Exchange Portal (IEP) IA1343 Review & Extended Use

Project Overview:

Image Exchange Portal (IEP) is an existing image acquisition platform, web-based application that allows
healthcare professionals to securely transfer patient images from PACS to other hospitals and to other
approved systems and suppliers.

This DPIA is for the existing process (review) and extension of service to include 'lEP to Anyone'.

'IEP to Anyone' is replacing burning images to disc for individual requests from Clinicians (X-Trust
transfer) and Legal and Separate patient requests (via the SAR team), this will be a more secure process
to printing of CDROM patient Images. The process is auditable and has MFA (hence requires 2 forms of
identifiable data from the requestors).

Data: RDUH Patients surname; patient forename; date of birth; gender; NHS no; patient addresses.
RDUH Staff: Work emails (Personal and group mailbox) or work mobile. External requestors : Title, full
name, telephone number, mobile number (for MFA).

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD23 DPIANO084 SpecOps Implementation and Integration

Project Overview:




SpecOps Password Security Software is designed to support the enforcement of complex & secure
passwords, in line with NHS guidance & Trust policies.

The software is integrated with users Active Directory accounts, supporting the use of pass phrases,
reset times & using audit tools to monitor for vulnerable passwords.

The new software will support Digital Services in reporting password compliance against industry
standards and help the Trust identify potential vulnerabilities. Species is a key component to meet DSPT
password requirements including breached password lists.

Data: Usernames, password hashes (password compliance standards for all Trust Active Directory
accounts).

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD24 DPIAN254 Power Bl for Costing Reporting

Project Overview:

Use of MS Power Bl in the Productivity and Efficiency team to improve the efficiency and quality of our
data visualisation and reporting. Currently, the majority of reporting and data visualisation is done
through Excel. This tool is limited in what it can provide users. Through implementing PowerBI, we
largely aim to replicate existing reporting through a tool that is more automated and of higher quality
than what we currently have access to. No new data is being collected, we will simply be processing the
data through a new tool.

Data: Operational and financial data from CIVICA Costmaster. PowerBl will only display high-level
aggregated statistical patient data.

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD23 DPIANOQ71 - EyeSi

Project Overview:

Eye Si, is a virtual training system to be used by ophthalmology, the system allows the department to
run simulations and to learn new procedures, keeping staff members able to perform procedures
having had the relevant training in a virtual environment. The simulator is an encapsulated system
which directly boots into the Eyes simulation software.

Data: RDUH staff data only, no patient data is used as part of the simulation or stored by the supplier.

Date Ratified: 11/09/2024




