Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD24 DPIAN251 GX Capture-T for PC (Lite)

Project Overview:

New Camera will be used to take pictures of bacteria and fungi isolated from patient samples for
training purposes. This is a new make and model of camera (GXCAM HiChrome-HR4) to replace our
obsolete one which needs new software installed (GX Capture-T for PC) onto one of the networked
lab PCs (asset 52854).

Data: No Patient or Staff Data, All images will be stored on the Local G Drive, no data will be
uploaded to the cloud

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD24 DPIAN260 Business Intelligence Cloud Server

Project Overview:

RDUH already hold the data contained in the on-premises RDUH Data Warehouse (Midas server).
This DPIA covers the introduction of a new data warehouse server in the Microsoft cloud UK Data
Centre. The intention is to use this new data warehouse to hold data for reporting purposes and
national submissions. The movement to a SQL Server in the Cloud (Microsoft Azure) is in line with
the direction of travel set out in national policies and guidance such as the Cloud First policy .
Data: Operational data from EPIC and RDUH patient data required for reporting purposes, e.g.
statistics for appointments and other clinical activity, theatre procedures, performance data etc.

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD23 DPIAN0O02 ANPR System for Staff parking

Project Overview:

Installation of automatic number plate recognition (ANPR) cameras on the Royal Devon University
Healthcare, Northern staff parking sites. Staff must purchase a permit which will allow them to park
in the designated staff parking areas.

Data: RDUH staff Name, Address, Email, Mobile Phone number for 2 factor authentication, VRNSs,
Make ,Model, Colour, Payroll Number, Department, role, salary banding, work contact number.




[Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD23 DPIANO64 - Insight Pac's (Insignia 9.1) Upgrade

Project Overview:

InSight is an application that enables any authorised users to review any diagnostic imaging held
within the Picture Archiving and Communication System (PACS). Review of this imaging is essential
for effective management of clinical service delivery. Eastern radiology have already successfully
upgraded to 9.1.

Data: RDUH Patient imaging data, imaging reports, patient identification data, clinician identification
data, user identification data.

Date Ratified: 11/09/2024




Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD24 DPIAN224 React2 App (Lite)

Project Overview:

React2 is an app that provides clinically designed interactive exercises for adults and children with brain
injuries or learning difficulties. Accounts will be set up for the RDUH patients and will be anonymised so
no patient data is added, accounts managed by IAO. As part of the set up process the user is set as
opted out of future communications. Only used on a Trust IPAD, not used on other devices

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD23 DPIANOO3 - ANPR System for Patient and Visitor Parking

Project Overview:

Installation of automatic number plate recognition (ANPR) cameras on the Royal Devon University
Healthcare, Northern site (NDDH Only) for patient and visitor parking areas. The ANPR system logs the
entry and exit times of the vehicle, payment can be made via a payment kiosk or via mobile phone
application (Glide). A picture of the vehicle and registration details (number plate) will be captured via
ANPR. GroupNexus (Supplier) have been running this system on Northern sites since April 2022.

Date Ratified: 11/09/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference and Title:

RD23 DPIAN115 Innersight3D modelling — Urology

Project Overview:

Implementation of Innersight3D at RDUH. Innersight3D is a surgical planning software platform
provided by Innersight Labs Ltd. The platform is CE-marked and is routinely used across the top surgical
centres in the UK and Europe (for example North Bristol and Plymouth NHS Trusts). Innersight3D allows
surgeons to convert a patient’s preoperative Computed Tomography scan into an interactive virtual 3D
model, to better appreciate the unique patient anatomy and to asset with planning complex operations
(RDUH patients requiring partial Nephrectomy).

DPIA required to verify the proportionate use of a limited set of patient data, specifically to reduce risk
and ensure the virtual model is attributed to the correct patient. Sharing of data will be in line with
established Trust policy and UK GDPR 2018.

Data: Minimum data required (includes RDUH patient personal and special category data) to request
the DICOM pixel data for the purpose of delivering a 3D model for the needs of the clinician and
patient, all items are essential to obtain the patient scan via Sectra. RDUH staff name and work email
(login purposes to access software)




[Date Ratified: 11/09/2024




