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Protection and use of information

( )
Other formats

If you need this leaflet in another format such as Braille, large print,
high contrast, British Sign Language or translated into another
language, contact the Patient Advice and Liaison Service:
e 01392 402093 (for Mid Devon, East Devon and Exeter services)
e 01271 314090 (for North Devon services)

L rduh.pals@nhs.net

J

A ‘privacy notice’ describes how we use and share the personal information we hold about
our patients, service users, visitors, carers, the public and staff. The Trust processes your
personal data under the UK General Data Protection Regulation (UK GDPR) and the Data
Protection Act 2018 (DPA 2018).

Examples of the personal information that we hold about our patients are:
e Name, address, date of birth, NHS Number and next of kin
e Contact information i.e. telephone number(s), email address
e Racial or ethnic origin
e Religious or other beliefs of a similar nature
e Family, lifestyle, and social circumstances
e Contacts we have had with you such as clinic visits
e Details of diagnosis and treatment
e Allergies and physical or mental health conditions

e Whether or not you are subject to any protection orders regarding your health,
wellbeing, and human rights (safeguarding status).

This information will be collected directly from you and others involved in your care such
as your GP or another healthcare provider or it may be information others have provided in
relation to your care.
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Your records are used to directly, manage and deliver healthcare to you to ensure

that

The staff involved in your care have accurate and up-to-date information to assess
and advise on the most appropriate care for you

Staff have the information they need to be able to assess and improve the quality
and type of care you receive

Appropriate information is available if you see another healthcare professional or
are referred to a specialist or another part of the NHS, social care, or health
provider.

The personal information we collect about you may also be used to

Remind you about your appointments and send you relevant correspondence

Review the care we provide to ensure it is of the highest standard and quality, e.g.
through audit or service improvement

Monitor how we spend public money and support the funding of your care, e.g. with
commissioning organisations

Plan and manage the health service and prepare statistics on NHS performance to
meet the needs of the population or for the Department of Health and Social Care
(DHSC), and other regulatory bodies

Help to train and educate healthcare professionals

Report and investigate complaints, claims and untoward incidents

Report events to the appropriate authorities when we are required to do so by law
Review your suitability for research study or clinical trial

Conduct health research and development, see further details below

Contact you with regard to patient satisfaction surveys relating to services you have
used within our hospital so as to further improve our services to patients.

We may share data for approved research projects. Should you not wish information about
you to be used for research, please let us know or speak to the clinical team that is
treating you. More details on the National Data Opt-Out (NDOO). can be found here:
https://digital.nhs.uk/services/national-data-opt-out.

The NHS Central Register for England and Wales contain basic personal details of all
patients registered with a general practitioner (GP). The Register does not contain clinical
information.

Your NHS number is unique to you, using it will help identify you correctly and help
healthcare staff find your records more easily. This is important for your own safety. We
will ask you for your NHS Number so remember to keep it in a safe place.
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Our electronic patient record (EPR) system allows us to share data with your GP and with
Torbay and South Devon NHS Foundation Trust and University Hospitals Plymouth NHS
Trust. This will facilitate your direct care if you move between these Trusts.

The Trust also uses NHSE'’s Federated Data Platform (FDP) and the Digital Interpretation
and Translation Service (translation) to support your care in certain circumstances. Whilst
the Trust uses Palantir and IQVIA (FDP) and Absolute Interpreting and Translations Ltd
(Translation) as processors of your data, the Trust is responsible for your data and always
safeguards it.

The Trust also uses tools that use artificial intelligence (Al) to process personal data for
healthcare purposes. This enables the Trust to use the most up to date digital technology
to better support your care. Examples of this include ambient voice technology (AVT) to
produce transcripts for outpatient appointments. Where Al is used, the Trust has
completed the necessary due diligence and is responsible for your data and to always
safeguard it.

Everyone working for the NHS has a legal duty to keep
information about you confidential

You may be receiving care from other people as well as the NHS. So that we can all work
together for your benefit we may need to share some information about you. We only ever
use or pass on information about you if people have a genuine need for it. Whenever we
can, we will remove details which identify you.

Your relatives, friends and carers will be given information about you only if you have
given us permission to share it with them.

Under UK GDPR what is our lawful basis for processing?

There are six lawful bases under UK GDPR (consent, contract, legal obligation, vital
interests, public task, and legitimate interests). The lawful bases for the majority of our
processing are:

e Article 6(1)(e) — Public Task (as an NHS Trust)
e Article 6(1)(c) — Legal Obligation
e Article 6(1)(d) - Vital interests

Where we are processing special categories personal data for purposes related to the
commissioning and provision of health services, the legal basis for the majority of our
processing are:

e Article 9(2)(h) — Health/Social Care
e Article 9(2)(c) — Vital Interests
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Where we process special category data for research purposes our legal basis is:
e Article 9(2)(j) — Research Purposes

In addition, we may also process personal data for the purpose of, or in connection with
legal proceedings.

Please note consent is not the legal basis for processing information that concerns your
direct patient care. The majority of your data processed in relation to your care is under
Article 6(1)(e) — public task in our task as an NHS Trust, as described above. This means
we use your personal information to provide you with your direct patient care without
seeking your consent. However, you do have the right to object to our use of your
information. We will consider your objection, and if we are able to comply with your
wishes, we will explain how this could impact on our ability to provide you with that care.

Your personal information is held in both paper and electronic forms for specified periods
of time as set out in the NHS: Records Management Code of Practice 2023
(https://transform.england.nhs.uk/media/documents/NHSE_Records_Management_CoP_2
023_V5.pdf).

Data protection officer and Information Commissioner's Office
(ICO) contact details for any queries

Data protection officer (DPO)

Email: rduh.dpo@nhs.net

Website: https://www.royaldevon.nhs.uk/about-us/information-governance/fair-
collection-privacy-notice/patient-privacy-notice/

Please see the Trust’s full privacy notice for more information and for more details on how
to make a subject access request (SAR), or alternatively, email: rduh.a2r@nhs.net

If you are not satisfied with the Trust DPO’s response or believe we are not processing
your personal data in accordance with the law, you can complain to the Information
Commissioner’s Office (ICO) via:

Email: casework@ico.org.uk
Website: https://ico.org.uk/concerns/

Tel: 0303 123 1113 (local rate) or 01625 545 745 if you prefer to use a national rate
number.

Your notes

[
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The Patient Advice and Liaison Service (PALS) ensures that the NHS listens to patients,
relatives, carers and friends, answers questions and resolves concerns as quickly as
possible. If you have a query or concern, please contact PALS:

e 01392 402093 (for Mid Devon, East Devon and Exeter services)

e 01271 314090 (for North Devon services)

e rduh.pals@nhs.net

Have your say

Royal Devon University Healthcare NHS Foundation Trust aims to provide high quality
services. However, please tell us when something could be improved. If you have a
comment or compliment about a service or treatment, please raise your comments with a
member of staff or the PALS team in the first instance.

You can also share your feedback on the Care Opinion website at
www.careopinion.org.uk or freephone 0800 122 3135.

Scan the QR code to visit the Care Opinion website - "

N\ _J

Royal Devon University Healthcare NHS Foundation Trust
www.royaldevon.nhs.uk

The Trust cannot accept any responsibility for the accuracy of the information given if the
leaflet is not used by Royal Devon staff undertaking procedures at the Royal Devon sites
or in community settings.

© Royal Devon University Healthcare NHS Foundation Trust
This leaflet was designed by the Graphics Department.

www.royaldevon.nhs.uk/get-in-touch
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