Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference: RD24 DPIAN180

DPIA Title: Non Epic Teams Video Consultation

Project Overview:

Epic system (to replace Attend Anywhere Virtual Consultation (VC) application) which provides a
more integrated solution, by connecting to Microsoft (MS) Teams (standard license package that NHS
England has provided centrally). The Trust is switching to the Epic-Teams for the majority of it's video
consultation. This DPIA is for the non-Epic Teams VCs (additional aspects to the existing DPIAs in
place for MS Teams).

Data: Patient email addresses or mobile phone numbers of patients may be collected in advance of
appointments if needed. RDUH staff NHS.net identities may be used by the staff member running
the consultation (but are not visible to the patient and are already stored with the MS Teams
application and M365 underlying database). Patient health data will be discussed however no
personal data will be physically transferred.

Date Ratified: 08/07/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference: RD23 DPIAN052

DPIA Title: Aural Ear Scanning Application

Project Overview:

The Aural Scanner and partnered software application will allow real-time ear impressions to be
taken of a patient and digitalised for future clinical reference along with sharing with the authorised
hearing manufacturer currently working with the department.

Data processed: Outer ear mould which will facilitate the Audiology department to produce (Hearing
Aids, Swim Plugs) the raw data/image will be stored within AuditBase. No collection of any PID data.

Date Ratified: 08/07/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference: RD23 DPIANO51

DPIA Title: Topcon ImageNet6




Project Overview:

ImageNet 6 software is for acquiring, displaying, enhancing, analysing and saving images obtained
with a variety of Topcon ophthalmic photographic devices. IMAGEnet6 has image management
functions for enhancement, measurement and comparison of scans and images.

Requirement: Transfer of patient images from NHS Nightingale Exeter to Torbay NHS (Centre of
Excellence for Eyes) for review, diagnostic and reporting by Torbay clinicians.

Data processed: RDUH patients (personal and special category).

Date Ratified: 08/07/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference: RD23 DPIAN169

DPIA Title: Olympus Dictation Management Software

Project Overview:

This dictation management software is required to support a Trust-sponsored Clinical Research
Facility (CRF) project (Qualitative study involving interviews with older people living with frailty about
what matters to them). The Research project (entire data analysis process) has received ethical
approval from a Research Ethics Committee.

Requirement: To install new software (ODMS R7 software (OM Digital Solutions) ) onto a single Trust
device, which will be used to de-encrypt personal and special category data (Research Interview
audio recordings) and save them on the established NHS Drive for this purpose (specific location only
accessed by IAO and IAA). The recorder encrypts the data at time of recording, is not cloud based
and is pin locked for access by one member of staff. Data will be deleted after de-encryption and
again after transcription. DPIA Ratified for use on this project only.

Data processed: Participant (personal and special category). IAO/IAA (personal)

Date Ratified: 08/07/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference: RD23 DPIANO074

DPIA Title: My Little Journey

Project Overview:

Existing System (2020) Virtual Tour - To help children have an idea of the RDUH (Northern Services)
Paediatric environment, with the aim to reduce anxiety prior to visits.
https://www.littlejourney.health/privacy-policy

Data processed: User (Parental guardian) personal data. No patient data.

DPIA ratified as an existing asset which was not on the IAR

Date Ratified: 08/07/2024




Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference: RD23 DPIAN139

[DPIA Title: Zio iIRhythm - Epic Integration

Project Overview:

Zio is an existing wearable single-use cardiac monitoring device which allows remote monitoring within
the patients home as part of the RDUH At Hospital at Home (AHAH) set up. The patient is fitted with a
Zio cardiac monitor in AMU (AHAH) and the clinician registers it onto ZioSuite.co.uk. The patient wears
the monitor for up to 14 days and posts it to iRhythm in a pre-paid postage envelope along with the
symptoms booklet. The ECG data is then analysed using a NICE recommended Al algorithm and an
iRhythm cardiologist will check the result and create a final report. The report is uploaded to the
iRhythms web portal ZEUS and is available to view or download. The new project proposes removing
the need for manual upload by building a solution for results to go straight from the supplier into Epic.
Data: RDUH Patient health and demographic data is being processed by a third party to deliver an ECG
analysis report.

Date Ratified: 08/07/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference: RD24 DPIAN187
DPIA Title: Epic Note Reader (to support CDI Engage) (Pilot Only)

Project Overview:

This DPIA is for a for Pilot only, for limited testing of Epic Note Reader. Note Reader can help clinicians
catch information that they mentioned in their free-text notes and add to the chart. Note Reader sends
the note text which parses the free text and returns medications, diagnoses, procedures, allergies, and
other data for reporting that the clinician can quickly file to the chart using the Note Reader activity.
Note Reader can be used alongside existing CDI functionality.

Any information may be included including but not limited to:

Forename(s), Surname, Date of birth, Age, Gender, E-mail address, home address, medical diagnosis
and treatment details, NHS number & gender. Health data will be processed as special category data.
Could contain more PID depending on the subject and data set

] [ eq. [
Date Ratified: 08/07/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference: RD23 DPIAN134
DPIA Title: Q Pulse Upgrade




Project Overview:

DPIA required for upgrade of Q Pulse (existing asset locally hosted). Process will require movement and
synchronisation of the 4 databases. Status change DPIAs will be submitted as required for the specific
phases.

Data processed: RDUH staff (personal), No patient data.

Date Ratified: 08/07/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference: DPIA1384

DPIA Title: Skin Analytics — Al Teledermatology PILOT

Project Overview:

PILOT - Artificial intelligence (Al) powered teledermatology service designed to enable RDUH (Eastern)
to safely and efficiently triage patients on suspected skin cancer pathways. High quality images of skin
lesion taken, images uploaded and assessed by Al technology and viewed by a Dermatologist remotely.
Data processed: RDUH (Eastern) patients (on specific 2 week wait list) (personal and special category).
Post PILOT report and re-reviewed DPIA will be submitted for review on completion of pilot.

Date Ratified: 08/07/2024

Royal Devon University Healthcare - Data Protection Impact Assessment

DPIA Reference: RD23 DPIAN095

DPIA Title: IA0068 Compucare 7 Review

Project Overview:

Excising asset (Eastern 2015) for integration with Northern services. Compucare is an administration
and invoicing system that is used for private patients and overseas visitors.

Data processed: Private and overseas Patients (personal and special category data)

Date Ratified: 08/07/2024




