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Please be aware that the Royal Devon University Healthcare NHS Foundation Trust
(Royal Devon) has existed since 1st April 2022 following the integration of the Northern
Devon Healthcare NHS Trust (known as Northern Services) and the Royal Devon and
Exeter NHS Foundation Trust (known as Eastern Services).

Further to your Freedom of Information Act request, please find the Trust's
response(s) below:

| would like to request under the Freedom of Information Act details on ransomware
attacks on your organisation between 2019 and 2024.

For the avoidance of doubt, a ransomware attack is a type of cyberattack which
prevents an organisation accessing their own files or computer networks after
criminals manage to infect the system with malware. These type of attacks involve
the criminals demanding payment for a key to restore access to the files.

1. In particular, | would like to know the number of ransomware attacks on your
organisation between 2019 and 2024.
Please see response below:

2. | would like to know the number of successful attacks on your system.
Please see response below:

3. l'would also like to know the cost of these attacks on your organisation,
including the amount of ransom or payments made to restore access to your
systems.

Please see response below:

4. | would appreciate it if you could break down the figures for each year.
Please see response below:

5. I'would also appreciate it if you could supply the data on an excel spreadsheet
or other type of .CSV file.
Please see response below:

We can Neither Confirm Nor Deny we hold this information relevant to your
request as the duty in Section 1(1)(a) of the Freedom of Information Act 2000
does not apply by virtue of the following exemptions:

. Section 31 (3) - Detection and prevention of crime, where disclosure would
be likely to prejudice the prevention or detection of crime and the exercise of
a public authority of its functions, and

. Section 38 (2) - Health and Safety, where disclosure would endanger the
physical or mental health, or safety of any individual.
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Note 1: Neither Confirm Nor Deny

Section 1 (1) (a) of the Freedom of Information Act 2000 (FOIA) places a duty on
public authorities to confirm whether the information specified in a request is held,
and if held to disclose that information unless an exemption should apply. There
may be occasions when complying with this duty to confirm or deny would in itself
disclose sensitive or potentially damaging information that falls under an
exemption.

In these circumstances, the Act allows a public authority to respond by refusing to
confirm or deny whether it holds the requested information. This is the principle of
“Neither Confirm Nor Deny” (“NCND”) and it protects the disclosure of information
that is considered extremely sensitive and would likely result in considerable harm.

To confirm whether the information requested ‘is held’, would provide actual
knowledge that an attack has been made, and if this has been successful.
Similarly, confirming that this information is ‘not held’, may assist potential
attackers by indicating that a cyber-attack has gone undetected. Attackers (cyber-
criminals, state-actors and other players) may then be able to tailor their methods
to increase their chances of success against RDUH and other organisations in
future.

You will appreciate that Royal Devon University Hospital NHS Foundation Trust
(RDUH) like all organisations is subject to cyber threats and attacks, which would
present harm as detailed below.

Prejudice Test Considerations

Section 31 is subject to a prejudice test to establish if the requested information
could be harmful.

Harm in Confirming or Denying that Information is held

Based on recent cyber-attacks on the NHS and associated healthcare providers
and suppliers (most recently Synnovis, in June 2024) we know that cyber-attacks
have caused significant harm and disruption, with inpatient and outpatient
appointments, organ transplants, blood sample stocks and other hospital
procedures being delayed or impacted, patient data being stolen and instances of
patient harm occurring. We also believe that disclosure of this information would
be likely to prejudice the ability to detect and prevent cyber-crime and that RDUH
must protect its information and systems from criminal access, tampering and
destruction to ensure it can maintain its public services and minimise harm to
patients and staff.

The Trust considers that to release the requested information would reveal details
that could assist in a cyber-attack. Cyber-attacks which may amount to criminal
offences under the Computer Misuse Act 1990 or the Data Protection Act 2018,
are rated as a Tier 1 threat by the UK Government. Our Trust like any organisation
may be subject to cyber-attacks and since it holds large amounts of sensitive,
personal, and confidential information, maintaining the security of this information
is vitally important.
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It must also be reiterated that a disclosure under Freedom of Information is not
only a disclosure to the requester but to the entire world. For these reasons, it is
our opinion that the prejudice test lies in favour of non-disclosure of the information
that has been requested.

Public Interest Considerations

Both Section 31 and Section 38 are subject to a public interest test.
Factors in favour of confirming or denying that information is held

The Trust recognises that disclosing information would promote openness and
transparency with regards to the Trust’s IT security and resilience. To confirm
information is held regarding successful cyber-attacks would enable the general
public to hold RDUH to account ensuring all such breaches are recorded and
investigated appropriately. With the demand for transparency of and accountability
for public resources and services, this would enable improved public awareness
and debate.

Factors against confirming or denying that information is held

Security measures are put in place to protect our services and the community we
serve. To confirm whether any cyber-attacks have been identified or successful
would highlight to an attacker vulnerabilities within RDUH, which could be further
exploited across our Trust and other NHS organisations.

There is an extremely strong public interest in safeguarding our health services,
current and future users of our NHS services and the systems they rely on. Not
disclosing this information would firmly indicate that RDUH take their responsibility
to protect information and information systems from unauthorised access and
destruction extremely seriously.
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